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Sammendrag

Hovedmalet for vann- og avlepsselskaper er &
forsyne brukerne med tilstrekkelig og kvalitets-
messig sikkert vann néar de trenger det og a
beskytte miljoet ved & rense avlgpsvannet til et
tilfredsstillende niva. Méloppnaelsen kan bli hin-
dret ved at feil i VA-systemene bade kan gi darli-
gere forsyningssikkerhet og forringet kvalitet pa
vannet. I denne artikkelen er bruk av feiltreana-
lyser for risikovurdering av vann- og avlgpstje-
nestene dreftet. Det er ogsa vist noen eksempler
pa anvendelse.

Abstract

The primary goals of water and wastewater utili-
ties are to provide safe and secure drinking water
to their customers every time they require it, and
to protect the environment by treating waste-
water to an acceptable level. These might be easily
affected due to the fact that water systems are
prone to structural damages that can change the
quantity and quality of the delivered water.
Because of the nature of the service provided,
there is no room for errors as they could have an
important negative impact on the health of con-
sumers and the environment. In this paper, the
use of Fault Tree Analysis as a tool for risk assess-
ment in water and wastewater utilities and its use
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for Infrastructure Asset Management will be dis-
cussed and some examples of its implementation
will be introduced.

Introduction

The primary goals of water and wastewater utili-
ties are to provide safe and secure drinking water
to their customers every time they require it and
to protect the environment by treating waste-
water to an acceptable level. The delivered water
has to be safe in microbiological and chemical
terms and has to have an acceptable physical
appearance. Such conditions can be easily affec-
ted due to the fact that water systems are very
prone to structural damages that can change the
quantity and quality of the delivered water.
Increasing consumer demand and infrastructure
ageing are examples of factors that can affect the
service provided by water utilities. Due to the
nature of the service provided by these installa-
tions, there is no chance for errors as they could
have an important negative impact on consumer
health and the environment. This is why it is very
important for managers in the water industry to
identify the various hazardous events that might
have an influence on the service, and the associa-
ted risks.
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The International Organization for Standard-
ization (ISO) has some frameworks for risk
management that can be used by any type of
organization as they show the principles, guide-
lines, terminology and processes that have to be
adopted to manage risk properly (ISO
31000:2009, ISO Guide 73:2009 and ISO/IEC
31010:2009). Risk analysis plays an important
role in risk management decisions. In many
industries (like pharmaceutical, food, medical
and chemical), risk analysis of their final pro-
ducts or of certain components in their products
are conducted in order to reduce the risks of
harm to a minimum in case of consumption of
a particular food or drug. Nowadays, manufac-
turers address the risk of their products to humans
and the environment taking into account a life-
cycle approach in which they consider the whole
production process (cradle-to-grave). Also, risk
analysis strategies now have a broader applica-
tion in different utilities, such as petroleum refi-
neries or hydrogen plants[l, 2]. Its recent
application in water utilities is based on the pro-
tection of public health from contaminated
water.

In the last decade, several frameworks based
on risk assessment have been created and applied
in water utilities to guarantee water safety. In
2004, the World Health Organization published
the “Guidelines for Drinking-water Quality”
which were drawn to support the development
and implementation for risk management stra-
tegies in order to ensure the safety of drinking
water supply [3]. The guideline focuses on the
development and application of water safety
plans using risk tools to prioritize risk manage-
ment measures. By conducting risk analyses, the
utility managers might be able to lower the risks
associated to hazardous events and achieve an
acceptable level using risk reduction measures;
this is also known as risk management. But what
is risk analysis? What are the tools which can be
deployed to carry one out?

Risk assessment in utilities
The concepts of hazard and risk need to be fully
understood in order to grasp what a risk analysis
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is. A hazard is a situation or substance that has
the potential to cause harm while risk is the like-
lihood or probability of a certain undesired event
to occur within a certain period of time or under
specified circumstances[4]. Risk is a function of
the probability of an event to happen and the
consequence of such an event. Risk assessment is
a process where hazards for a certain process are
identified, then, the risk associated to those
hazards is analyzed and evaluated in order to
determine appropriate ways to eliminate or con-
trol them using risk reducing measures, see figure
1. This type of assessment helps to understand
how accidents can occur by answering questions
like: What can go wrong? How bad could it be?
How often could it happen? And is that acceptable?

First, the hazards in a certain process have to
be determined. The people in charge of doing the
risk assessment ought to have a complete know-
ledge of the systems, be familiar with the work
area and have an understanding of the different
problems that might be found during the opera-
tion of the system. It is recommended that the
team should be formed by water works experts
(operators, planners, lab personnel, etc.) and
external specialists (researchers, consultants,
etc.) who have a different level of complementary
expertise.

Then, the risk of the hazard or event needs to
be analyzed and for that the probability and con-
sequence of the hazard needs to be calculated. A
qualitative or quantitative approach can be used
depending on the amount of information avail-
able. Nowadays, there are different tools that can
be used to compute the probability of a hazard-
ous event, like the Failure Mode and Effect Ana-
lysis (FMEA), Fault Tree Analysis (FTA), Reli-
ability Block Diagram (RBD), among others.
Examples of tools to determine the consequence
of an event are: Event Tree Analysis (ETA),
Cause-Consequence Analysis, FMECA, among
others. After the risks (probability and consequ-
ence) of the events are determined, they can be
evaluated by using a probability scale and a con-
sequence dimension scale to create a risk matrix.
This risk matrix will help prioritize events that
have a non-acceptable level of risk on which
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Figure 1. Risk analysis flow chart.

immediate actions needs to be taken to mini-
mize it. This level of risk acceptance has to be
defined by the people in the water utilities based
on different standards and directives[5].

As stated before, Fault Tree Analysis (FTA) is
a tool that helps to identify the probability of
occurrence of an event, and it also shows the
possible ways by which a hazardous event may
arise. In this article, the use of Fault Tree Analy-
sis in water utilities as a tool to calculate risk will
be discussed.

Fault Tree Analyses in water
utilities
A FTA is a logical and diagrammatic tool that
helps to estimate the likelihood or probability of
an event to occur based on the occurrence or
non-occurrence of other events[6, 7]. While per-
forming an FTA, it is important to define the
boundaries of the system that is going to be ana-
lyzed and the objective of the analysis should be
phrased in terms of failure of such a system [8].
The FTA is more suitable for component analysis
like pumping stations or treatment plants; it can
also be used to analyze networks, however, the
analysis is far more complex and complicated.
In order to carry out a FTA a main or top
event has to be determined; this top event is a
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Tools for calculation:

Probability of FTA
failure FMEA
RBD

Tools for calculation:
Consequence of ETA
failure FMECA
Cause-consequence

Risk matrix

critical situation that can cause the system’s fai-
lure or it’s the system failure itself. The tree for-
mation starts with the definition of the top
event, then the events that may lead to the top
event are identified and connected to the top
event with a logic gate. Further, the events lead-
ing to each immediate event are identified and
connected with logic gates. This process conti-
nues until all the basic causes of the top event are
identified, see figure 2. A FTA is a binary analy-
sis, which means that all events can either hap
pen or not (there are no other options) and also,
an FTA may be qualitative, quantitative or both
depending on the information available and the
goals of the analysis. For more information
about how to make an FTA see [9].

Why use FTA in water utilities? Some of the
advantages of this analysis are that it helps to
have a complete understanding of the system
and how the failure relationships work in it.
Also, the identification of weak points in the
system is possible, enabling managers to opti-
mize operations by prioritizing the contributors
leading to a top event and taking actions to avoid
them. The latter would help to optimize and
minimize the resources by focusing on the parts
of the system that are really critical for the
process. FTA can also help to identify the causes
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A OR gate

. AND gate

Basic event 2

Basic event 1

Figure 2. Example of a fault tree [10].

of a failure in the system and evaluate how a
basic event contributes to the top event[2, 7].
Plus, it allows the consideration of events of diffe-
rent natures - mechanical, operational or natural.

An FTA can be used together with reliability
data of the basic events to make a rough estima-
tion of the system’s reliability; when the top
event is the system’s failure, then the basic events
are normally component failures[11]. Minimal
cut sets, which are the smallest collection of
basic events that result in the occurrence of the
top event, can be identified and used to under-
stand the structural reliability of a system; the
longer the minimal cut set is the less vulnerable
the system is to that group of events. Also, if one
event in the minimal cut set is removed, then the
top event won’t happen[12].

However, this method can be very time-con-
suming and vulnerable to human error. This is
because a lot of detailed information on how the
system is formed, works and behaves is required
when a qualitative approach is adopted. When a
quantitative approach is being used, even more
information is required since the probability of
occurrence of the basic events is needed in order
to calculate the probability of the output or top
event. It is important to mention that it is very
difficult to estimate precise failure probabilities
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Basic event 3

Basic event 4

of the basic events of an FTA because the avail-
able data are normally insufficient. The lack of
data is one of the biggest problems in the water
and wastewater sector because data recording
can be time-consuming and expensive for the
utilities To overcome the lack of information,
rough estimates can be used by applying a
hybrid approach of a fuzzy FTA to evaluate the
probabilities of the different events and estimate
an overall system failure probability [7]. Nowa-
days, there are some computer programs, like
PROFAT II, that help construct and calculate the
failure probabilities of a fault tree which makes
the process quicker and simpler [13, 14].
Additionally, a conventional FTA doesn’t
monitor the probability of the top event as a
function of time and so, depending on the
characteristics of the system being analyzed, a
different analysis must be done after a certain
period of time. Water and wastewater utilities
are prone to frequent changes over time because
the internal and external conditions of the asset
may vary due to several factors such as infra-
structure ageing for example. It is important to
point out that significant training and expe-
rience is also necessary to be able to use an FTA
correctly, since the success of making one
strongly depends on the skills of the analyst[9].
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The use of FTA for risk assessment could help
in the implementation of Infrastructure Asset
Management (IAM) in water and wastewater
utilities. TAM is a set of coordinated activities
with which an organization can manage their
physical assets at a minimum level of risk and
cost while having a good performance. In order
to determine the actual state of the system and
to plan the actions that will allow meeting the
desired levels of risk, cost and performance,
management needs to conduct different econo-
mical, reliability and risk analysis. Given the
complexity of describing system failures and
assessing their probabilities, logic models like
FTA are used to carry out the risk analysis. There
are different levels at which IAM can be planned:
strategic (long-term), tactical (medium-term)
and operational (short-term). These levels are
always connected and have a consecutive flow -
strategic plan (Why?) tactical plan (What?) and
the operational plan (How?) The use of FTA for
risk analysis can help in the implementation of
IAM in water and wastewater utilities at an ope-
rational level, since the scope at this level is to
plan and implement actions or measures in a
group of components over the short-term, that
will aid and/or ensure the asset’s operation[15].
Given that the implementation of IAM seeks to
balance spending with risk minimization, it is
important to identify, analyze and prioritize cri-
tical assets going from a process to a component
level [16]. By using FTA, water utilities managers
can be prepared for a potential hazard by taking
precautionary actions, generate quick response
plans for events that can damage the system’s
performance and create monitor and main-
tenance plans.

Examples of implementation of
FTA in water utilities

Even though the use of an FTA has its limitations,
it has shown to be an effective tool for risk analy-
sis that can potentially benefit the implementa-
tion of IAM in water utilities. Ugarelli and
Rostum in [5], has shown the use of an FTA in a
large pumping station located in the western part
of Oslo. The objective of the FTA was to obtain a
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detailed analysis of the station and get an under-
standing of how an undesired event could take
place based on a coarse risk analysis done pre-
viously by the authors. The top event in this study
was the pumping station’s failure to function; 36
first-order cut-sets (only one component failure
or event is required for the system’s failure) and
4 second-order cut-sets (two component failures
or events are required) were identified with a
qualitative approach. A quantitative approach
was also used; the unreliability of each compo-
nent was determined by using the ratio of the
mean time to repair the component and the
mean time to failure of the component. With this,
the top event probability was calculated and the
events that contribute the most to the failure of
the pumping station were found using Birnbaum’s
importance measure. In the case of some of the
events, it was fire leading to failure at the electri-
cal cabinet and sabotage, among others. At the
end, risk-reduction actions were proposed by the
analysts to the water utility to control the most
important events, e.g. the installation of fire extin-
guishers. The study proved that FTA is a good tool
to identify critical events that contribute the most
to the system’s failure and can be also used to eva-
luate risk-reducing measures that could increase
the reliability of the pumping station.

Another example is the FTA done in [12],
where the authors made a qualitative FTA for a
drinking water plant to understand the technical
and operational hazards at the treatment plant
that could increase the risk of infection from
pathogens. The plant consisted of the following
processes: screening, coagulate dosing and
mixing, mechanical flocculation, submerged
ultrafiltration and chlorination. The FTA
covered the physicochemical part of the treat-
ment (from screening to UF). They defined their
top event as the presence of unexpectedly high
concentration of Cryptosporidium parvum in the
permeate, and the tree was constructed based on
the operators’ knowledge and literature review.
They found 19 different basic events and 16
minimal cut-sets.

They realized that the majority of the mini-
mal cut sets were related to the membrane filtra-
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tion process itself. This was due to the fact that
the processes upstream have less influence on
the removal of pathogens in the water. They
compared their results with a FTA done in a
conventional WTP and found out that there are
more failure paths in the conventional plant
than in their own. They concluded that the FTA
helped in the identification of potential hazards
and summed them up in a concise and logical
diagram that was easy to understand and helpful
in evaluating the preparedness of the treatment
system to harmful events[12].

An example of a more complicated use of
FTA in water utilities is the one that was carried
out by [6] in Gothenburg, Sweden. In this study,
an integrated probabilistic risk analysis was
done in a large drinking water system using
FTA; the entire drinking water system was ana-
lyzed (from source to tap). The main source of
water in Gothenburg is a river and a couple of
lakes; the system has 2 WTPs and a distribution

network, 1700 km in length. The whole system
was divided into 3 subsystems: raw water, treat-
ment and distribution. The top event selected
was water supply failure, and this failure was
determined based on both the quantity and qua-
lity of water delivered in each subsystem, see
figure 3.

Because supply failures in one subsystem can
be compensated by other parts of the system,
they had to use two variants of the AND logic
gate when constructing the FTA: one was desig-
ned for situations where the ability to compen-
sate was limited by time and the other one was
used when the ability to compensate may reco-
ver after the system failed. The first one could be
used, for example, when insufficient raw water
is compensated by the reservoirs in the treat-
ment plant or the distribution system, and the
second one can be used when unacceptable raw
water quality is compensated by treatment. The
failure events and the structure of the tree were

*

Raw water failure

Raw water quantity
failure (Q = 0)

Quantity failure

i
!

Treatment fails to
compensate

Distribution fails to
compensate

Raw water quality
failure (Q >0, C')

Quality failure

£\

Treatment fails to
compensate

Distribution fails to
compensate

Figure 3. FTA for drinking water system[6].

VANN | 04 2014

Treatment failure

Distribution failure

Distribution quantity:
failure (Q = 0)

A\

Distribution quality
failure (Q > 0, C')

A

Treatment quantity
failure (Q = 0)

Quantity failure

Distribution fails to
compensate
Treament quality

failure (Q>0, C')

Quality failure

pI

Distribution fails to
compensate

A OR-gate

@ First variant of AND-gate

/\ Transfer in, the fault tree is developed further elsewhere

Q= Flow (Q =0, no water is delivered to the consumer; Q > 0, water is delivered)
C'=

The drinking water does not comply with water quality standards
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drawn up in collaboration with people from the
water utility in Gothenburg. In all, 116 basic
events and 100 intermediate events were found.

In this case, the risk of the top event was cal-
culated as the sum of the risks of the different
events in each subsystem (raw water, treatment
and distribution) for quantity and quality fai-
lure. For this, the probability and consequence
of failure in each subsystem was calculated. The
probability in each subsystem was determined
using the mean failure rate and mean downtime
of each event under the subsystem. The conse-
quence in each subsystem was calculated as the
duration of the failure and the number of people
affected by each event under the subsystem
(Customer Minute Lost). At the end, the result
showed that the total risk level in the system is
mainly due to raw water failures in both,
quantity and quality failure. They found that
this was due to the fact that a large number of
people are affected by this and also that the
downtimes are quite long. The probability of raw
water failure is low but when a failure occurs the
mean downtime is long and many people are
affected. The treatment subsystem has a low fai-
lure rate, short mean downtime and little impact
on the total risk. The distribution system has
frequent failures but a very short mean down-
time, and thereby, relatively few people are affe-
cted. This represents little impact to the total risk
of the event [6]. They showed that is possible to
use an FTA to create an integrated risk analysis
in the drinking water system considering the
compensation from other parts of the system,
but some modifications and adaptations need to
be done when developing the fault tree.

Conclusions

The studies of FTA usage in water and wastewater
utilities have been scarce. However, some studies
have shown that the use of FTA for risk analyses
is very valuable for water utilities since they help
to understand the system’s behavior and how fai-
lures can happen. They can also help to identify
cut-sets and weak points of the process, and thus
managers can optimize operations by prioritizing
the contributors leading to a top event and taking
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actions to avoid them. They can also create a
checklist for maintenance purposes that focuses
on these critical parts.

However, to be able to create a good analysis,
there should be enough available data. This
might be hard in water and wastewater utilities
since data is mostly not recorded. One of the
good things about FTA is that different appro-
aches can be used depending on the amount of
data available. Also, the FTA should be done in
close collaboration with the operators at the
water utilities, to get as much information as
possible. A good recommendation to water uti-
lities that do not have enough data is to start
investing in its collection in order to be able to
realize analysis that will help to improve their
performance and decrease the level of risk in the
installations.

When using FTA, it is important to define the
boundaries of the system being analyzed. FTA
can be applied to components in water utilities,
such as pumping stations and treatment plants,
however, it can also be used to analyze water
systems from source to tap as shown by [6]. FTA
can be an important tool to make risk reduction
decisions and support decision-making in water
and wastewater utilities which can aid in the
implementation of Infrastructure Asset Mana-
gement. It is important to encourage its use in
this type of facilities, since it has shown to help
in the understanding of the development of fai-
lures, and it might be useful in creating quick
response plans to hazardous events.
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